VMware™ Cloud Provider Program (VCPP)

Multi-site Tenant Networking Architecture using Tenant Route Aggregator with VMware Cloud Director 10.3 and NSX-T Data Center 3.1

This diagram shows how to design multi-site tenant @_9
Tenant 2

networking on a cloud platform powered and managed
by VMware Cloud Director (VCD) 10.3.
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This solution can be utilized by service providers who Tenant 1

want to reduce management overhead of complex
tenants routing and networking, when each tenant has
multiple assets across multiple locations.
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a Provider should configure a Virtual Routing and
Forwarding (VRF) instance on their physical networking
infrastructure for each tenant per location. A dedicated =] Site 2 / Availability Zone 2
VRF will be used for internet access in each location as

Internet

well. Tenant VRFs in each location must be fully routed to [B) : o
each other and to tenant-specific external assets like on- | Route Filter - Tenant 2 |
prem site(s) through WAN or hyperscale cloud 0 0

environments, etc. Route filters are applied to exchange
tenant’s routes only and deny any other routes, including MPLS - Tenant MPLS - Tenant2
default route and public subnets. o o
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For each tenant in each location, a dedicated NSX TO
gateway will be deployed and connected to the tenant’s e o o oo
physical VRF. BGP routing will be configured on this TO o °

gateway to peer with the tenant’s physical VRF. This TO / < Lw
gateway will act as a route aggregator and will be ‘

managed by the provider.

The provider can deploy these route aggregator TO
gateways as NSX-T TO light VRFs and even leverage
EVPN feature, if desired. However for maximum
performance and throughput, we recommend deploying
each route aggregator as a separate TO gateway.

These route aggregator TO gateways can be part of the
NSX environment managed by VCD or part of a separate

<—— Provider-managed Inter-site Links ‘

NSX environment. For maximum scalability, we N ) e
recommend deploying these route aggregator TO e .
gateways as part of a separate provider-managed NSX Q Any Allow In ,
. . 0.0.0.0/0 Deny Out Provider-managed assets
environment with separate NSX-T Managers and vSphere any Ao out
infrastructure.
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The tenant’s assets in each location will be connected and (Modifier) Route Prefixes _ Action)/Direction
routed to the tenant’s route aggregator using either uplink 0.0.0.0/0 Deny In
VLANSs or overlay logical switches. Physical resources and e o ottt
networking services will be routed to the route aggregator o000 ey ou @ TO Gateway Route Aggregator - ©
over uplink VLANS. Tenant-dedicated TO gateways in VCD
will be routed to the route aggregator over NSX segments L@Route Cilter - ,ntemeto ——i
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aggregator TO gateway. Otherwise, routing will be over ® e o e
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other routes, including the default route and location- L :
specific public subnets, to prevent exposing these
networks over WAN links. oo . - . . . . . . . . -
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In each location, a separate TO gateway will be created to Lo . ' I I A
act as an internet route aggregator. The tenants’ dedicated (@ (@ . @ —————— o @ Dedicated TO Gateway 1 IR
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